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CerogHsi Mbl MOroBopuM O TOM, Kak co3faTb W pasBepHYTb aBTOMaTUYECKWU
MmacwTtabupyembin cdapeon BIG-IP Virtual Edition ¢ ucnonbsoBaHuem wabnoHa
Cloud Formation Template (CFT) B AWS. CFT — 310 NpocTo 6bICTPbI CNOCO6 pa3sBepHYTb
peweHusa us wabnoHa. Uges CFT 3akniovyaeTcss B co34aHUM A9 Bac BUPTyasibHbIX
mawuH BIG-IP VE. 31n 3ksemnnsapbl paboTtaloT Kak thanpson, sawuvujalowuin Bawle
npunoxeHuwe. B 3aBUCUMOCTHU OT YCTaHOB/IEHHbIX BAMU OrpaHUYEHUN, NPU yBENUYEHUN
Tpacdhuka, K BalleMy NMpuUNoXeHutro 6yayT 3anylieHbl HOBble BUPTyasbHble MalUUHbI
firewall, a ecnu Tpachunk cHU3UTCA, TO OHU ByAyT OCTAaHOB/IEHbI.
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[na ncnonb3oBaHns AaHHOro peLlleHns Heo6XxoaMMO NMETb:

« BupTyanbHoe 4YactHoe obnako (VPC), uMmetollee kak MUHUMYM ABe MoaceTu, 13
KOTOPbIX Yy KaX 0¥ eCTb CBOSA 30Ha AOCTYMNHOCTY;

« OanaHcuposlnk AWS Elastic Load Balancer (ELB), o6cnyxuBatowmn Tpauk,
noctynatowmin Ha ak3emnadapsl BIG-IP VE;

« napy ka4en SSH, Heobxoanmyto An1sa A0CTyna.


https://f5.com/products/deployment-methods/virtual-editions
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[MyHKTbI BbilLE Y& rOTOBbI, MO3TOMY NepeiigemM K passepTbiBaHMIo Wab/1oHa.

Y Hac ecTb IBa BO3MOXHbIX NOAX0OA4a K 3ToM npouenype. MoxHo nepertn Ha AWS Marketplace u
nownckaTb Tam ‘5 waf’ unn nepentn Ha cant F5 Networks GitHub. Ha GitHub 06bl4HO BbIKNagsbiBaeTCcsa
BCE CaMoe akTyasibHOoe, MO3TOMY Mbl BOCMOMb3YEMCA UMEHHO VM.

KnukHute no f5-aws-cloudformation.

https://github.com/!
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CloudFormation Templates for quickly deploying BIG-IP services in Amazon Web Services EC2

cloudformation-template fSnetworks f5 aws-ec2

® 797 commits ¥ 2 branches © 17 releases 42 10 contributors
e e e ———

Branch: master v Nev t Find file Clone or download ~

. JosephPJordan committed on GitHub Update readme.md Latest commit 8d8c728 4 days ago
B github Revert "Merge branch 'fixes' into develop' 7 months ago
| AMI Maps merged ESE-937 and ESE-522 3 months ago
i build updated 11 days ago
i deploy Modified Paths a year ag

B experimental Update BIG-IP AMIs for experimental full stack AS WAF, 2.5.1, ESE-1245 6 days ago
I iApps modified solution to use awscli rather then ec2 tools 4 months ago

I supported Update readme.md 4 days ago
) gitignore update verifyHash Checksum 2 months ago
] README.md added badges for the release number and issues 10 days ago


https://aws.amazon.com/marketplace
https://github.com/f5networks
https://github.com/F5Networks/f5-aws-cloudformation
https://github.com/F5Networks/f5-aws-cloudformation/tree/master/supported
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A Tenepb Ha solutions/autoscale.

L] FSNetworks / fS-aws-cloudformation @Watch 36 Jrstar 26 YFork 11

<> Code Issues 2 Pull requests 1 Insights

Branch: master» = f5-aws-cloudformation / supported / Find file = History

.JusephP.lu!dan committed on GitHub Update readme.md Latest commit edsc728 4 days ago

B cluster/2nic Update readme.md 4 days ago
m solutions/autoscale updated diagram for autoscale waf 10 days ago
[m standalone added badges for the release number and issues 10 days ago
3aTtem waf.
I] F5SNetworks / f5-aws-cloudformation @Watch 36 | destar 26 Yrork 11
<> Code Issues 2 Pull requests 1 Insights «

Branch: master v | f5-aws-cloudformation / supported / solutions / autoscale / Find file  History

. JosephPJordan committed on GitHub updated diagram for autoscale waf Latest commit ¢72528b 10 days ago

i Itm Add files via upload 10 days ago

i waf updated diagram for autoscale waf 10 days ago

[Nocne aToro HeEMHOrO NPOANCTaEM 1 Mepenagem No cehiike Launch Stack.

Using the AWS Launch Stack button

The easiest way to deploy one of the CloudFormation templates is to use the Launch S
Important: You may have to select the AWS region in which you want to deploy after ¢

See Template Parameters for guidance on the parameters presented by the template.

[ Launch Stack @

Using the AWS Console


https://github.com/F5Networks/f5-aws-cloudformation/tree/master/supported/solutions/autoscale
https://github.com/F5Networks/f5-aws-cloudformation/tree/master/supported/solutions/autoscale/waf
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=F5-BIGIP-WAF-Autoscale&templateURL=https://s3.amazonaws.com/f5-cft/f5-autoscale-bigip.template
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Haxmem Next Ha skpaHe Select Template 1 3anonHmm cBon WwWabNoH.

| setect Tompiste Select Template

Oeugn a template A CSONET 10 (FERW OF MOty AN Exsting e e ¥ v

Choote 3 template Alempiate 8 a MNOYAML formaliad jexd fie ha dewd nhes

Choose File  No e choss

o

[Npu nepexofe K WabnoHy KO BCeM 3K3eMnaapam oyaet godasneHo nvga Deployment Name, 4to
NO3BO/INT PAa300paThCH, KakMe 13 3anyLeHHbIX 3K3eMMNIAP0B BallW. [TOCKOMbKY Mbl YK€ HACTPOW/IU
VPC c aByma noaceTtamm B AABYX 30Hax (He pernoHax), ykaxem nx B none VPC ID. Restricted Source
Address 0OCTyneH, eC/i BaM Hy>HO BCEro NnLb Pa3peLINTb B CBOMX BMPTYyabHbIX MallnHax BIG-IP
VE KoHKpeTHble IP-agpeca.

DEPLOYMENT
Deployment Name
NETWORKING CONFIGURATION
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INSTANCE CONFIGURATION
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lNocne a1oro ykasbiBaeMm nma GanaHcupoBlmka Harpysku AWS Elastic Load Balancer, a 3atem
Ball SSH-koY — OH TpebyeTcd Ansg NOAKIYEHNS K BUPTYalbHbIM MalLUMHAM. 3HaYEeHWSA OCTa lbHbIX
napameTpoB OCTaBIAEM MO YMOTHAHMIO.

INSTANCE CONFIGURATION

S5H Koy Name

leonoy SB5.ncal

AWS Instance Size 4
IS e U WSt

Marmmum Throughput

B85 1P Aoman Usaer for
clustering

Management Port
Timerons (Olvon)
NTP Server

AUTO SCALING CONFIGURATION

Msmamum Instances L L T PITOR slarces (1 AN 3.0

[Nocne 3toro mbl nonagaem B pasgen Auto Scaling Configuration, B KoTOpoM yka3biBaeM, KOraa
HY>KHO cO34aBaTtb HOBblE 3k3eMnnapbl WAF. 3aeck npuaeTtcd 3a4ath Noporosble ypoBHK Scale Up u
Scale Down Bytes Threshold: oH1 roBoOpAT, kKorga oCyLeCcTBNATL NyCck/Ao6aBneHne nnn yaanexme
3K3eMNNapa sKpaHa.

AUTO SCALING CONFIGURATION
Miramum Initances
Mamsmum Instances

Scale Down Bytes
Threshold

Scabe Up Brytes Threshold L
Motihcaton mas
WAF VIRTUAL SERVICE CONFIGURATION
Virtual Service Port

Application Pool Member
Port
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B pazgene WAF Virtual Service Configuration Hy>XHO yka3atb c/y>KeOHbIn nopT 1 DNS npunoxeHns.
Kpome TOro, ecnm Bbl XOTUTE aBTOMATM4YeCKM O00aBNATb K Myny CepBepbl NPUAOKEHWI ONs
00paboTKM Tparka 6e3 HeOOXOANMMOCTN PyYHON HacTpoliku BIG-IP, TO 3mech e CTouT ykasaTtb
3HadeHna Application Pool Tag Values. [Mocne storo Bbi6upaem WAF Policy Level (Huskui,
CpefHuin, BbICOKINI) 1 ABaxabl knnkaem Next.

WAF VIRTUAL SERVICE CONFIGURATION
Virtual Service Port

Application Pcol Member
Pont

Applicaticn Pool DNS

Applicaben Pool Tag Rey Yot :1’

Apphcation Pocd Tag vahee

Web Application Firgwas
Policy Level

TAGS

Kpome TOro, Hy>KHO MOoCTaBuUTb p1aXoK B A4uelike BbIOOPa, CBUAETENbCTBYIOLWMI O HANNYMKN Yy BacC
COOTBETCTBYIOLLMX MapaMeTpoB [OCTyna ANA HaCTPOWKW HeKoTopbix ponent IAM n cosgaHua S3
Bucket. Haxxmute Create — CFT HauHeT co3aaBaTb pecypchl.

Capabilities

0 The following resource(s) require capabilities: [AWS: |AM: Role]
5 feerplate comtans Identty and Access Management (IAM) resoarces That might provide enthies access 10 make ¢ hanges |

M SACh Of INese FESOUITES aNd That 17

x
-

acknowiedge that AWS ClowdFormaton might oreate LAM resources

i’ o

[na BBINOMHEHNS 3TUX OENCTBMIA NoTpebyeTcs okono 15 mrHyT. Korga Bce OyaeT rotToBO, Ha naHenu
ynpasneHna nogsntca coobuieHne CREATE_COMPLETE. Pecypchbl MOryT ObiTb BbIAENEHbBI Cpasy
Xe, HO peKoMeHayeTCa nogoxaatb He MeHee 30 MUHYT, Npexae YeM yrnyonarsCcs ganblue.
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Services ~  Resource Groups ~

@ CioudFormation v  Stacks

Stack Name Crestea Time Status Descripoon

Overview  Outputs Resources Events Templats  Parameters Tags  Stck Policy  Change Sets _}_J=]

20170818 $tatuy Trpe Logical 1D Statul reason

Y100bl yOeantbeq, 4to wabnoH CFT co3aaH 1 NnoaATBEPANTb 3aBEPLUEHNE, HY>XKHO NEPENTN K MYHKTY:
Services > EC2 > Auto Scaling Groups. Kak BMAHO, 34ecb Obll co3aaH ak3emnnap BIG-IP VE,
KOTOPbIN 3aTeM Obln Ao6aBeH B rpynny. Takxe Hy>KHO MOMHWUTb O TOM, UTO MO YMOTYaHUIO NOMUTUKA
mMaclwtabnpoBaHua npegycmatpmeaeTr 40-MUHYTHOE OXMAAHME [0 3arnycka HOBOIMo 3K3emnidapa.
DTOT NapameTp MOXHO HacTpamBaTb B COOTBETCTBUM CO CBOMMU NMpeanodTeHnaMun. Ho Tyt cnegyer
BHECTM ACHOCTb: AWS KOHTpONMpPYeET Tpadmnk MOCTOAHHO, YTOObLI 3HAaTb, HE MPEBbLICUIN /1N Bbl CBOU
cob6cTBEHHbIE NMMKUTLI. HacTpoiika Scaling Policies npocTo o3HadaeT, 4To nocne 3anycka OaHOro
sk3emnnapa AWS pomkHa Bbbkaate 40 MUHYT (MM CTOMBKO, CKOMBbKO Bbl yKasanu), npexae 4em
3anyCTUTb CNeayoWmii aK3emnaap. ToT Nnpouecc 6yaeT NOBTOPATLCS A0 AOCTUXEHNS YKa3aHHOMO
MaKCMMaibHOIrO KOIMYECTBa 3K3eMNNAapoB. Mbl ykazanu Tpu.

[T Services - Resource Groups -~

Create Auto Scabng group TS0

Finer 110 1 of 1 Auto Scang Groups

B Neme s Lewsch Configurstion -  lnstances Dwsired = Min Max Availatainy Joews Dwtauie  ooldown Hasin

FEBIGP WAF FEBGP WAF Autose 1 1 1 ] ub-mest 13 uswesl-1¢ 2,400 1800
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Mn 1 Swtnatis)

Max Defauh Cooldown 240
S ot Curraarm

B meHto Services > EC2 MOXHO Takxe npoBeputb ELB 1 y6eantbcs B TOM, 4TO 3k3emnnap BIG-IP
VE 3anyuieH n padotaet. Tpapuk npoxoanT Yyepes 6anaHcMpoBLiMK, a noToM Yyepes BIG-IP VE Ha
cepBep MNpUIOXeHUS.
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Connection Draining

font instances
instance D Name Avatabiity Zone Status Actons

State Manager 0t Availabity Zones

W, HakoHeU, faBalite NMOCMOTPUM Ha
BCe rotoBo K paboTe!

CMNCOK 3K3eMNAapoB B MeHto Services > EC2 > Instances —

*

Launch Instance Acoons ¥ o0 0
wearch e (7] 1wo2ol2
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v 4 wlarg weos ® o .t ’ -
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Securty Grouos

Tenepb, Npuv MNOBbIWEHUN UHTEHCUBHOCTM Tpaduka, OyaeT 3anylleH elle OOUH 3K3eMMNaap.
[oCckoNbKy NMMMUT ObIN NpeBbilweH, AWS 3anyCcTnia HOBble BUPTYasibHble MalLKHbI (He 6o/iee Tpex).
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|_|pl/l CHM>XEeHNN NHTEHCNBHOCTU TpaCbI/IKa BMPTYya/IbHblE MALMHbI 6yﬂ,yT OCTAHOB/IEHbI.

Actons ¥ |
G s’ Q0
J
| sesrch et @ 1todofd
Name = Instance 1D natance Type Avadabisry 7 one Inatance State Status Chechs Algsn Status
v ola R nd viarge R ® o @ None %
L 2% P
Aupoac de Instance Se M X012 Yo 11c4 4 darge awsl-13 @ terminate . “a
S04t 20 INBLANCE JDOVE | -1~

Bot 1 Bce! C nerkoctblo o6ecneybte MaclUTabnpoBaHmMe 3aLUmThl Ballnx NpuioxerHunn Ha AWS npwu
nomoum BIG-IP. 3gecb MOXHO NOCMOTPETbL AEMOHCTPALIMIO NpoLecca Ha BMAEO.
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https://www.youtube.com/watch?v=TGHi_KbZ0t4

