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Moayne APM komnnekca BIG-IP o6ecneuuBaetr petanMsupoBaHHOe YyrnpaB/ieHue
AOCTYNOM K OTAENbHbIM TMPUIOKEHUSIM U CeTAM C noaaepXkom AByxcakTopHoOMn
ayTeHTUpMKaUuMmM, a TakXe LeHTpariM3oBaHHOe YynpaBfieHue wuaeHTudpukaumio
nonb3oBaTeneun.

[MpenoctaBneHne AOCTyna K MPUIOXKEHUAM ABASETCS CIOXKHbIM MpoueccoM. Beab ectb pasHble
nonb30BaTeNN, HenpoBepeHHoe kaneHtckoe O n Heu3BeCTHble YCTPOMCTBa, KOTOpble XOTAT
NoAKMOYaTbCA K Balnm NnpoBepPEHHbBIM MPUAOKEHUAM. YTO B 3TOM Cy4Yae Aenatb aaMUHUCTPaTopy?
Moayns Access Policy Manager (APM) komnnekca BIG-IP ot F5 npepocraBngaer HECKO/bKO
WHCTPYMEHTOB A4 3alUMTbl M ynpaBneHus OOCTYNOM K MPUIOKEHUAM. YNpaBneHue [LOCTYynoM
NPOVCXOAUT HE 3aBMCUMO OT MeCTa PacnoIoKeHNA NPUAoXKeHNn. OHM MOryT HAaXOANTbCS Ha TOKabHbIX
annapaTHbIX cpeacTBax, B 061a4yHoi cpefe Ha BUpTyanbHOM ycTpoiictee. Moaynbe APM npepnaraer:

« O6beauHeHHY naeHTUUKaLmo U eguHbin Bxoa B cucrtemy (SSO). Cospaer
€VHYIO TOUKY BXO[a Ha OCHOBE MOMUTMKM A0CTYNa ANs 06nauYHbIX U TOKaNbHbIX
NPUIOXKEHNA C NOAAEPXKKON MHOrOaKTOPHOM ayTeHTudunkaumnm (MFA).

- KnuneHt ana nogknioyeHna u Be6-pgoctyn ¢ nopapaepxkom SSL VPN. APM
NCnonb3yeTt Nonntnku goctyna Kk VPN 4yepes BeG-naruHbl UNnM KAaneHTsl ang
MOOWABbHBLIX U AeckTonHbix OC.

« [Ooctyn k noptany npunoxeHui. C nomoulbto BIG-IP ana nonb3oBatenen MoxHoO
OTKPbITb AOCTYN K BEO-MPUIOKEHUAM, HE OTKPbIBas MpW 3TOM AOCTYM K CEeTW.
2Ta PYHKUMA OTIMYHO NOAXOAUT A9 MOAPALUNKOB W yaaNeHHbIX COTPYAHUKOB,
KOTOPbIM HE HY>XHbl NO/THOLEeHHble VPN-TyHHeNN.

« [eckronHble npunoxeHus n nogaepxka VDI. Moagynb ob6ecneunBaeTt A4OCTYN
K BUPTYanM3npoOBaHHbIM MPUIOXEHUAM Ha OCHOBaHUW MOMUTUK 4Yepes eaunHbli
LLUMO3 C NoaaepXkon MHppacTpykTypbl VDI 1 HacTpanBaeMbliM BEO-NOPTanoM.
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« PeweHnsa no BHeApPeHUIO U ynpaB/ieHUIO NONUTMKaAMM goctyna. B cucremy
BCTPOEH peaakTop NoNAntuk 6e30MacHOCTU C rpadunyecknm nHtepdericom. OH
NO3BOMAET CO34aBaTbh U PeAaKTUPOBaTb NO/INTUKK 6E€30MACHOCTM.

« bBesonacHbIn Be6 npokcu. APM npeaocTaBngeT CETEBYIO 3aLUMTY OT BPEAOHOCHbIX
nporpamm v punstpaumnto URL-agpecos yepes npr noMowm pyHKL1MM 6e30nacHOro
BEO-MPOKCH.

npOCTaﬂ Hac:'rpoﬁKa NOINTUK AOCTyNna (VIHI/I CNnoXHas no HeO6XOﬂVIMOCTVI)

ELLe pa3 pacCMOTPUM BaxKHble AeTanu ynpasieHna 4oCTynoMm. VTak, He0OX04MMO HACTPOUTL CUCTEMY,
4YTOObI JOBEPEHHbBIE MOMb30BATENM 00PALLANCE K HY>XXHbBIM NMPUIOXEHUAM. BU3yanbHbli peaaktop
NOMUTUK NO3BONFET aAMUHMUCTPATOPaM YnpaBAaTb NpaBaMmn AOCTyNa K OTAEMbHbIM MPUIOXEHUAM,
HO He JOCTYNOM KO BCeN ceTun. Hixe npmuBeaeH npumep 6a3oBOM NONTUKKM OCTYNa Ha a3blke SAML,

ncnonb3ytowmii Active Directory. OHa He TOMbKO WMHULMMPYET paspelleHHY0 ayTeHTUdurkaumo,
HO 1 onpawwmBaeT Active Directory, 4TOObl OnNpeaennTb, paspelleH N1 No/b30BaTe/to AOCTYM
Ha3HaYeHHbIM A9 AaHHOW NONNTUKK pecypcam Saas.

Access Policy: /Common/saas | Edit Endings | (Terminals: Deny [default], Allow)
o X X g X:
AD Qus

AD Auth fallback " E |
fallback E I

APM Takxe wuHTerpumpyetca c apyrumm peweHnamm F5 gna obecnedveHna 6€30MacHOCTU
NPUNOXEHNY 1 Nonb3oBaTenen. Cpean Hux:

« BIG-IP Application Security Manager (ASM). Moay/ib 3aluTsl BEO NMPUIOXKEHUA —
Web Application Firewall (WAF). OH no3Bonger BWAETb KTO WCNOMb3yeT
NPUIOKEHNAMMN U €CTb /TN Y HMX Ha 3TO NpaBa.

« Software Web Gateway (SWG). BmecTte ¢ dpyHKUMOHaNbHOCTLIO Moaynsd APM
no3BONAeT YNpPOCTUThL KaTteropmsaumo URL. Bmecte ¢ APM OHKM NO3BONAIOT 1IerkKo
KOHTPONMMpPOBaTb CEPUHI NONb30BaTENEN U AOCTYN MNPUAIOXKEHNA K PasNYHbIM
pecypcam.
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«  Komnnekc BIG-IQ. VIHCTpyMEHT LeHTpanusaumMm ynpaBrieHusa nonmtnkamm, mx
pacnpegenenve u ynpasneHne goctynoMm B oaHoM mecTte. BIG-IQ — 370 OkHO B
Bally OrpomHyto cetb BIG-IP APM.

BIG-IP APM o6ecneurBaer Ha NOpPagoK OO0NblIyld TMOKOCTb A4 obecnedyeHua [aocTyna
noNb30BaTeNnen 1 ynpaBneHmna 6e3onacHoCTbo. Ho nydlle yoeanTbCd B 3TOM CAMOCTOATENBHO, YEM
NPOCTO BEPUTb Ha CMNOBO. ITa CTaTbs ABAAeTCA o0unmM 0630pom Moaynad APM 1 ero nonesHbix
dyHkuni. Ha F5 DevCentral Bbl MOXETE 03HAKOMUTHCH C peasibHbIMM CLLEHAPUAMM MCMO/Ib30BaHNUA

APM un Y3HaTb, NO4YeMy yrnpasneHne JoCTyrnom 1 6e30MacHOCTbIO — 3TO BaXHO.
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