NMEPEMELLEHWVE DNS-CEPBEPA HA NMJIAT®OPMY F5 BIG-IP DNS

B nepByto ouepeab, Bbl MPUHANM peLleHne pa3BepHyTb MoAy/b F5 BIG-IP DNS, 4To6bl 3amMeHUTb BaLw BIND
cepBep — nocne noayyeHns ysejomMaeHUs oT Ballero CoTpyAHMKa MHPOPMaLNOHHOM 6e30MacHOCT UK
N3 ApyXecTBeHHOro coobuiectsa Linkeln. OHO rnacuno, Yto AOMNONHUTENbHbIM CVE 6bl1 06HapyxeH B
Bawen Bepcun BIND. HO, B 3TOM YaCTHOM cJsiydae, y BacC yxe mmeeTcs BIG-IP, pa3BepHyTbli B DMZ u
paboTaroLwmin KaK reverse-proxy. PaHee Bbl npmobpenn Best Bundle, HO HacTpoOWAM TONbLKO TO, B 4YeM
pasbupaeTtecb — APM 1 LTM (TUMNYHBIA CLeHapuii).

MNocne obHOBNEHMA A0 Bepcuun 13, BbinyLLeHHOW B ¢eBpane 2017 1 nocae yCTaHOBKW nocaegHero hotfix,
MCMonb3ysa ccbinky https://support.f5.com/csp/article/K9502, Bbl NepexoauTe BO BKAaAKy System > Resource

Provisioning B TMUI 1 npocTo akTuBmpyeTe Moay/ib DNS.

BbINOMHMB 3T0, BaM HEO6XOAMMO HAaCTPOUTL BaLl CyLLecTBYHOLMA BIND U4TO6bI pa3peLunTb TpeHCdpep 30HbI
Ha BIG-IP. ns 3Toro Mbl 3agaauM self-IP Ha Baluem BIG-IP.

Without the BIG-IP Self IP Defined "allow-transfer { localhost;};"

With the BIG-IP Self IP Defined "allow-transfer { localhost; 10.10.
10.2; ;"

Kak TonbKo Bbl pa3peLunte TpaHcdep 30HbI, BaM HYXXHO CO3ZaTb 30HY Ha BIG-IP 1 oCyLLLeCTBUTL NepeHoc.

1. Ha ocHOBHOW Bk1agKe neperiante Ha DNS > Zones > ZoneRunner > Zone List. OTKpoeTcsi OKHO CO
CMNCKOM 30H.

2. HaxxmuTe Create. OTKpOETCS OKHO CO3JaHNA HOBOW 30HbI.

3. VI3 cnucka View Name BbibepuTe BUA, K KOTOPOMY Bbl XOTUTE OTHECTU 3TY 30HY.
Mo ymonyaHumto — external.

4. B none Zone Name BBeanTe UMA ¢aiina 30Hbl B cnegyrolieM ¢opmarte, UCMob3ys 3aMblKaOLLY TOUKY:
db.[viewname].[zonename]. Hanpnmep, db.external.lyons.demo.com.

5. /3 cnncka Zone Type BblibepuTe Master.

6. /13 cnucka Records Creation Method BblibepuTe Transfer from Server.

7. B Options BktoUKMTE Cnegytolee

allow-update { localhost;};
allow-transfer { localhost; };
also-notify { ::1 port 5353; };

1. B obnactu Record Creation BBeguTe 3HaueHns ana SOA 1 NS napameTpoB 3anuncu.
2. HaxxmuTte Finished


https://support.f5.com/csp/article/K9502
https://support.f5.com/csp/article/K9502
https://support.f5.com/csp/article/K9502
https://support.f5.com/csp/article/K9502
https://support.f5.com/csp/article/K9502

NMEPEMELLEHWVE DNS-CEPBEPA
" HATMJIAT®OPMY F5 BIG-IP DNS

Y Bac MOXeT BO3HUKHYTb BOMpocC: «<PasBe yTuamTa ZoneRunner He iIBASeTCA YacTbto BIND?». B 3TOM cny4yae
Bbl NMPaBbl, MO3TOMY Mbl NepeBoAMM BIND B NaCCUMBHbIN PeXnM, UTO6bI BbITb YBEPEHHbBIM, UTO K HEMY HeT
AOCTyNa M3BHE M Mbl OTBeYaeM TO/NbKO Ha DNS-3anpockl, ncnonb3ys DNSExpress. Tenepb Bbl MOXeTe
nepeBecTV B MAcCUMBHbIN pexxnM DNSExpress, HO 3TO BbIXOAWUT 3@ paMKW AAHHO CTaTb.

MNepep TeMm, Kak co3paTb COBCTBEHHbIVI DNS-npodunb 1 06paboTumkm cobbiTUiA (listeners), Mbl HAaCTPOUM
nornposaHuie DNS-mogyns. lna faHHOro NnprMepa, Mbl HACTPOMM OTMPAaBKY JI0OFOB Ha syslog MPUEMHUIK.

1. B GUI, nepengute B: System > Logs > Configuration > Log Publishers: Create
2. Co3panite HOBbI DNS Log Publisher, MCNonb3ya napamMeTpbl MO YMOAYAHMIO, KPOMe OMUCAHHbIX HUXKE.

Name: dns-local-syslog

Destinations: [TepemecTtunTe local-syslog B none Selected

System »» Logs : Configuration : Log Publishers

General Properties
I Name ‘ | dns-local-syslog
Description ‘ I
Log Destinations
Selected Ayvailable
Common Common
Destinations S0 E alertd
local-db

>>

Cancel Repeat Finished

1. B GUI, nepeingunte B: DNS > Delivery > Profiles > Other > DNS Logging: Create
2. Co3paiite HOBbIM DNS Profile, MCNosib3ys NapaMeTpbl MO YMOYaHNIO, KPOME OMVCAHHbIX HUXE.

Name: dns-logging
Log Publisher: Select dns-local-syslog
Log Responses: Enabled

Include Query ID: Enabled
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ANs JAHHOW CTaTbW, Mbl BKIKOUNM BCe onuun DNS-10rMpoBaHus.

DNS » Delivery : Profiles : Other : DNS Logging - Properties : dns-ogging

s » Propemies

General Properties
MName .dns-lunglnn
Application
Partition | Path Commaon
Description |
Configurabion
Log Publisher | ans-local-sysiog v
Log Queries EdEnabled
Log Responses B Enanted
Log Fields
Include Complete Answer [P enasted
Include Query ID Elenavies
Incluge Source FlEnavies
Include Timestamp Hlenavies
Include View ElEnabied
Update Deletz.,

Tenepb, Noc/se TOro kak Mbl HACTPOWAW NOrMpPOBaHMe B Hawem DNS-npodune, Mbl ABUHEMCS Aanblue U
C0343a41M O6bEeKT:

1.B GUI, nepengunte B: DNS > Delivery > Profiles > DNS: Create
Cospaiite HOBbI DNS-npodunb, Kak NokasaHo B Tabnmue Hmxe. OcTaBbTe 3HaUYeHUS MO YMONYaHUIO B
Tex NoNAx, KOTopble He ONMCaHbI.

Name: AuthoritativeNS
Unhandled Query Action: Drop

Use BIND Server on Big-IP: Disabled

Logging: Enabled

Logging Profile: dns-logging
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Cosrwi  Fmsem  Feasss

Mocne TOro, Kak Mbl co34aam cBori DNS-npoduab, Mbl co34aaMmM cBo DNS-06paboTyumnk cobbiTuii (listeners).
NMoMHUTe, YTO F5 N0 yMON4YaHuIo ABAseTCa deny YCTPOMCTBOM, MO3TOMY 6€3 c034aHNsA 06bekTa, KOTOPbIiA
byseT obpabaTtbiBaTb Tpaduk, BCe coeanHeHNs byayT 3anpeLleHbl.

Mbl cobmpaemcs co3aaTb BHELLUHUA 06paboTumk cobbITUIA (listener), KOTOPbLIA ByaeT HALWMM LeneBbiM IP-
ajpecom, NnpuHuMatoLLmmM DNS-3anpocsl.

1. B GUI, nepengute B: DNS > Delivery > Listeners > Listener List: Create
2.Co3panTe faBa HOBbIX 0bpaboTymka (listeners) MCMNONBL3YS 3HAYEHMWs, OMNMCaHHbIE HUXXe. HeykasaHHble
3/eCb 3Ha4YeHWs oCcTaBbTe MO YMO/THaHWIO.

Name: external-listener-UDP
Destination: Host: 10.1.100.53
VLAN Traffic: Enabled on

VLANSs and Tunnels: external

DNS Profile: AuthNS-offbox-BIND
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Name: external-listener-UDP

Destination: Host: 10.1.100.53

VLAN Traffic: Enabled on

VLANSs and Tunnels: external

Protocol: TCP

DNS Profile: AuthNS-offbox-BIND

Gemeral
| e [rer——
Descrpnen
Stane Ensod [
Lintenen Bes
8 ot ) o
D Type et L hogtwpet.
Addreas | 10110053
VLA Traffe Erabied o6 ]
Sehecied -l
fComman o
Extenal temal
VLANs pnd Tunmels et
sk vl
sarviges [Bose [
Protecsl
oS Prome eTe——
Load Balaning
‘Detaut Posl hore
Detaut Persmtence Frofie hare
Falback Persmtence Profie. hore
Bubes
Statanze Fritie e
Semwctes Avaiatie
g
Svs_APM_EnchangeSupport OA_Basciul
. _ir_eM_EuchangeS.pert_OA_ Nt
Svs_APM_ExchangeS.oport_neiper
v APM_ExchangeSuppart_ mar




NMEPEMELLEHWVE DNS-CEPBEPA
° HA NJIAT®OPMY F5 BIG-IP DNS

NTak, K 3TOMy MOMEHTY Mbl HacTpoWNM Ball cyllecTBylOLNr DNS-cepBep ANA OCYLLECTB/EHUS ero
rnepeHoca Ha BIG-IP, co3aann 30HY C NOMOLbI ZoneRunner, BbIMOJAHWUIV MepeHOoC 30Hbl C Bawero DNS,
co3gann DNS-npoduib 1 06paboTumkn cobbiTuiA (listeners) Ha nnatdopme BIG-IP. Hawuvm cnegyroLwmm
lwaroMm 6yaeT HacTpoMKa YCTPOWCTBa B KayecTBe cepBepa MIMEH W COo3jaHue 30Hbl DNSExpress, 4To
MNO3BOJINT HaM OCYLLeCTBMTb NepPeHOC 30HbI, UCMoAb3ys BIND.

1. B GUI, nepengute B: DNS > Delivery > Nameservers > Nameserver List: Create
2.B 3TOM NpuMepe Mbl MPOCTO 3aroJiIHMM rnosie Name 1 OCTaBMM BCE OCTas/IbHOE MO YMOJIYaHWIO.

Name: BIG-IP1

1. HaxkmuTe Finish.

DNS » Delivery : Nameservers : Nameserver List

General Properties
Name [BiIGP1
Address | 127.0.0.1
Service Port 53 [ other: v
Configuration
Route Domain [0 ™
TSIG Key [ Mone [
Cancel Repeat  Finished

2.B GUI, nepenanTe B: DNS > Zones > Zones > Zone List: Create

Name: lyons.demo.com
Server: BIG-IP1

Notify Action: Consume
Verify Notify TSIG: Uncheck

Zone Transfer Clients: nepemectute BIG-IP1 ¢ Available Ha Active

3.HaxxmuTe Finish.
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DNS » Zones : Zones : Zone List » New Zone

Alow NOTFY From

Verify Nolify TSIG 0

Response Pobcy

Zone Transfer Clients

Hamegarvers

TSIG

Server Key None [

Cancel  Repesl | Fnmhed

Tenepb Haw 3aBepLuaroLMin 3Tan — Banngaums. B CLI npocto 3anyctuTte dnsxdump, 4TO6bI Y6eaAnTLCA B
TOM, YTO 3anncK 6bINK NepeHeceHbl Ha DNSExpress, Kak NOKa3aHO Huxe. Ecan Bbl XOTUTe MOCMOTPETb Ha
NepeHoC 30Hbl B [AEMCTBUM, MPOCTO CO3JalTe pPecypcHyto 3anncb B ZoneRunner W 3anyctute ero ¢
npegurkcom —f B /var/log/Itm.
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Tenepb Mbl 3aBepLIVNAN HACTPOWKY M MOAYYUIN NONHOPYHKLMOHANBHbBIA aBTOPUTATUBHBLIN DNS-cepBep
AN Ballel opraHu3sauum 6es yassrmMocTelt BIND 1 06beanHnam cepuckl. CCbINKM Ha JOKYMEHTaLMIo:

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-implementations-13-0-0/6.html

https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-dns-services-implementations-13-0-
0/1.html

BAKOTEK — odpuumanbHbii anctpubbioTop F5 Networks B YkpauHe, Pecnybnnke benapycb, AsepbarigkaHe,
Ipy3uun, ApmeHunn, KasaxctaHe, KeipreiactaHe, MongoBe, TagxmnkucraHe, TypkMeHUCTaHe 1 Y36eknctaHe.
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