XSLT-NMPEOBPA3SOBAHUE O/19 UMIOPTA
PE3YJ/IbTATOB CKAHUPOBAHUYA NESSUS 6 B ASM
GENERIC SCANNER

Maiwikn KoynmaH (Michael Coleman), rnasHbii cucteMmHbii nHxeHep F5 Networks, CLUA

Cpasy npusHatock Yutatento, Yto d He akenepT no ASM. ..

Mo4q 3afada 3akatodanack B TOM, UTOOBI cO34aTk NPOCTOe Npeobpa3oraHne ANnsg uMmnopta B ASM oTyeToB
ckaHepa yassuMocTeil Nessus. CHadana NpULWLNOCs pa3obpaTbCsd, Kak MMEHHO AOMKHbI BbIFNAAeTb
pe3ynbTaTbl CKaAHMPOBaHNS.

nsa aToro g akcnoptupoBan obLyto cxemy 13 ASM (13.0). OHa nmeeT cneaytoumii BUA:

<?xml version="1.0" 7>

<scanner_vulnerabilities>
<vulnerability>
<attack_type></attack_type>
<name></name>
<url></url>
<parameter></parameter>
<cookie></cookie>

. <threat></threat>

10. <score></score>

11. <severity></severity>

12. <status></status>

13. <opened></opened>

14. <ivulnerability>

15. </scanner_vulnerabilities>

16.

CONOOPWN =

3afava Kasanacsk OOBOMBHO MPOCTON, HO MHOXECTBO TUMOB aTak TpeéOBaﬂOCb CBeCTM K onpeaenHeHomn
Nornke, NosToMy NokKa A peni oCTaBnUTb CXeMy LW b B oblleM Buae.

AN« cnepyollero wara MHe MoHago6UNCa pe3ynbTaT CKaHUPOBaHUA YA3BUMOCTel BeO-NpunoxXxeHmua. 9
He Oyay 34ecbk NoApO6HO OMUCLIBATh, Kak Mofb3oBaTtbes Nessus, HO oaMH U3 PopMaToOB 3KCNopTa
OTUETOB — 3TO hopMaT «.Nessusy, NPeacTaBNALWLNK coO0M 0OblIKHOBEHHBIM XML-thain. JaHHbIX B 3TOM
daiine MHOroBaTo, HO €ro MOXHO OCTaBUTL 6e3 nuaMeHeHun. Ecnu Bel cobupaeTtech ero YntaTh, MOXHO
cpasy yoanute pasgen <Policy>, NOTOMY UYTO HaM HYXHbl TONBKO oTYeThl — Reports. [nga a1oro tecta 4
BbIMOMHWA CKaHMpPOBaHUe yA3BUMOCTel google-gruyere appspot.com — He3alNWEHHOrO NPUNOXEHUS,
ony6/IMKOBaHHOIro B UHTepHeTe. TONbKO He aenainTe ato ns-nog AWS, a To KTO-TO NpuaeT 3a Bamu — U
Aaxe He cnpalnBaliTe, oTkyaa 9 06 3TOM 3Halo.
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Mpumep pesynbrarTos:

1. <?xml version="1.0" 7>

2. <NessusClientData_v2>

3. <Report name="ASMv2" xmins:cm="http://www.nessus.org/cm">
4 <ReportHost name="google-gruyere.appspot.com”s

5 <HostProperties>

6 <tag name="HOST_END">Tue Aug 29 14:08:04 2017<ftag>
7 <tag Nname="LastUnauthenticatedResults">1504015684</tag>
8 <tag name="Credentialed_Scan">false</tag>

9. <tag name="policy-used">Advanced Scan<itag>

10. <tag Nname="patch-summary-total-cves"»16</tag>

1/l <tag name="cpe">cpe:/olinux:linux_kernel<itag>

12. <tag Name="0s">linUx</tag>

13. <tag name="cpe-2">cpe:/olinux:linux_kernel:2.6<itag>
14. <tag name="cpe-1">cpe:/olinux:linux_kernel:2.4<itag>
15t <tag name="cpe-0">cpe:/o:linux:linux_kernel:2.2</tag>
16. <tag name="system-type">general-purposes<itag>

1177 <tag name="operating-system">Linux Kernel 2.2

18. Linux Kernel 2.4
19. Linux Kernel 2. 6</tag>

20. <tag name="traceroute-hop-0">7</tag>

21. <tag name="host-ip">172.217.3.212<itag>

22. <tag name="host-fqdn">google-gruyere.appspot.comeitag>
23. <tag name="HOST_START">Tue Aug 29 13:21:20 2017 </tag>
24 </HostProperties>

25. <Reportitem pluginFamily="CGI| abuses" pluginlD="39470" pluginName="CGI| Gen
eric Tests Timeout" port="443" protocol="tcp" severity="0" svc_name="www">

26. <description>Some generic CGl tests ran out of time during the scan. The results
may be incomplete.</description>

27. <fname>torture_cgi_timeout.nasl</fname>

28. <plugin_modification_date>2016/09/21</plugin_modification_date>

29. <plugin_name>CG| Generic Tests Timeout</plugin_name>

30. <plugin_publication_date>2009/06/19</plugin_publication_date>

1. <plugin_type>SUMmary=</plugin_type>

32. <risk_factor>N One</risk_factor>

33. <script_version>$Revision: 1.13 $</script_version>

34. <solution>Consider increasing the 'maximum run time (minutes)' preference for th

e 'Web Applications Settings' in order to prevent the CGI scanning from timing out. L
ess ambitious

35. options could also be used, such as :

36. - Test more that one parameter at a time per form :

37. 'Test all combinations of parameters' is much slower than 'Test random pairs of
parameters' or 'Test all  pairs of parameters (slow)'.

38. - 'Stop after one flaw is found per web server (fastest) under 'Do not stop after th
e first flaw is found per web  page' is quicker than 'Look for all flaws (slowest)'.

39. - In the Settings/Advanced menu, try reducing the value  for 'Max number of conc
urrent TCP sessions per host' or  'Max simultaneous checks per host'.</solution>

40. <synopsis>Some generic CGI attacks ran out of time.</synopsis>

41. <plugin_output>The following tests timed out without finding any flaw :

42 - XSS (on HTTP headers)

43. - blind SQL injection

44. - local file inclusion

45. - blind SQL injection (time based)

46. - unseen parameters

47. - directory traversal (extended test)

48. - directory traversal

49. - arbitrary command execution

50. - SQL injection (on HTTP headers)

51. - SAL injection

52.
53. <Iplugin_output>
54. </Reportitem>
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Moka Bce B nopaake... YTo-To HamyTaHo, HO MOTOM pasGepeMcs...

A Tenepb cobepeM Bce BoenHo!

version="1.0" ing="150-8859-1"7>
.8 http://www.w3.0rg/1999/XSL/Transform"
xmlns: foo="http://www.foo.org/" ar="http://www.bar.org">
match="/">
>
URI" - select="//tag[@name="'host-fqdn"]"/>
2ct="//ReportItem">

ion-Attacks</
"plugin_name" /></ >
="SURT"/></ur 1>
ct="plugin_output"/></

select="risk_factor"/>
test="$risk="None'">
>Info</ >

select="risk_factor"/></f

select="cvss_base_score"/></
select="./@severity"/></
>open</
>1</
>

Kak e Bce 3To cobpaTts? B HTepHeTe eCTb Habop UHCTpYMeHTOB And Windows, cnoco6HbIX MOMO4YL B
3TOM Aene, HO y MeHd Ternepb MAC, MosToMy. ..

xsltproc ASM_Nessus xsl Nessus_Scan.xml > ASM_Import.xml

A BOT KOe-4To Ans nons3osartenen Windows...
https://www.microsoft.com/en-us/download/details.aspx?id=21714

N Tenepb y MeHd Monyuuncsa KpacuBblid hainn ansa nmnopta B ASM. OH BenvkoBaT Aas TOro, 4tobwl
BbI/TOXNUTb €ro 3[eCh B TEKCTOBOM popmMaTe, HO BbIMIAAUT OH NPUMEPHO Tak:

version="1.0"7>
s:bar="http://www.bar.org"
:foo="http://www. foo.org/">

ed
>0ther-Application-Attacks</
>(GI Generic Tests Timeout</ >
>google-gruyere. appspot. com</ur >
< >The  following tests timed out without finding any- flaw :

—-X55- (on HTTP-headers)
=-blind - SQL-injection
~-local file-inclusion
--blind-SQL-injection: (time:based)
- unseen- parameters
--directory-traversal: (extended test)
--directory-traversal
=-arbitrary- command - execution
=-SQL-injection- (on-HTTP: headers)
=-SQL-injection
<f =

f=

>Info</

S

>0</:
>open</
>1</ >
>

>
>(ther-Application-Attacks</.



https://www.microsoft.com/en-us/download/details.aspx?id=21714
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< >(GI Generic XML -Injection</ >
<uri>google-gruyere.appspot. come/uri>
< >Using - the:POST-HTTP method, Nessus - found - that
+ The- following - resources - may - be vulnerable to XML injection
+:The: 'vid' parameter-of - the /396553048221854312260983266767337236027/login - CGI

/396553048221854312260983266767337236027/ Login - [pw=346@575 &1t; /- foosgt; ]
output
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Monyunnocs!
C HUM Obl, KOHEYHO, nopaboTaTtb B MaHe oTobpaxeHua TUMoB aTtak (Attack Type) n napameTpoB
(Parameter), Ho, NoxoXe, BCce paboTaerT.

B obuweM, BOT 4TO Yy MeHs MOMYUYUIOCh, U S HaAekCh, YTO 3TO KOMYy-HWMOYAb nomoxeTt. bepute n
none3yiteck!

XSLT ectb Ha github: https://github.com/Mikej81/NessusGenericASMSchema
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