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Ha6op peweHuin komnaHum F5 Networks gna zawmtbl Bnevatnaetr — Web Application Firewall, DDoS
Hybrid Defender n o6nauHbliii cepBuc Silverline. OH o6ecneunBaeT HageXHYHO 3aLLUTY CETU U NMPUNTOXKEHUR
M UCMOMb3YyeTCA MHOMMMM NONb30OBaTeNIAMU MO BceMy MUpY. Ha coBpeMeHHOM pblHKe KaXpAblii
npoBangep ycayr U KpyrHblid 6U3HEC CTPEeMUTCA K BHeApeHuro BcecTopoHHerk DDoS-zawmTtbl cBOMX
CUCTEM ONA Toro, UTo6bl 06e20NacUTb CBONX KIMEHTOR, CETb U KPUTUYECKUE NpUnoxeHus. Yrpozbl DDoS
€XeAHEBHO BO3PAaCTalOT, MOCTOAHHO MOSABAAIOTCA HOBbI€ BEKTOPbl aTak WM HoOBble OGOTHEeTbI.

AeTOoMaTudeckana u rmbkasa cucrema DDoS-3alwmThl AaBASETCA pellarller gna npefocTaBeHUs KaXkaon
KOMMaHUEN KavYeCTBEHHbIX YCNyT.

CylecTByeT HECKO/IbKO CleHapuneB BHeapeHua DDoS 3auuTsl:

nokanbHoe Unu oénavHoe pasMelleHue in-line ycTtpolicTBa Un «Bcerga BKAOYEHO»;

ruépua «Bcerga BKAKYEHO» U «Bceraa AocTynHo», 1.e. F5 DDoS Hybrid Defender;

Ucnonb20BaHUWEe 3epKanupoBaHHoro Tpaduka (SPAN) ana aHanusa pgaHHbix U DDoS
3aUThbI;

- «BCerpa AOCTyNnHoe» yCTPOMCTBO 3allMTbl, UHTETPUPOBAHHOE CO CPEACTBAaMU ONpeaeeHuUs
DDoS OT cTOPOHHUX pa3paboTUMKOB.
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Figure 1: Solution diagram

Ana GonblUMHCTBA BapuWaHT in-line ycTpoicTBa «Bcerga BKAOYEHO», o6beguHeHHoe ¢ 06/ayHbIM
pelleHneM OYNCTKU Tpaduka «Bcerga 4OCTYMHO», 9BASEeTCA MYYLINM pelleHneM, MoCKoNbKY no3sonaeT
ObICTPO  onpeaenats Yrposy, MoXeT 3aluTute oT L7 atak #“  0OblMHO WUMeeT  BbICOKYIO
NPOU3BOAUTENBHOCTL AMA NPOTUBOAENCTBUA MacCUPOBAHHBLIM, MOLLHBIM aTakaM. HekoTopble KoMnaHun

(HanpuMep, MHTepHeT-NpPoBalAepkl) pelatoT He BHeApATh in-line ycTpolicTBa, Aenasd BbIGOP B NOAb3Y
out-of-band BkntovYeHUS.

MocpedcTBOM TecHoro coTpydHudecTBa ¢ Flowmon, F5 cosgana noAHOCTBIO aBTOMaTU3KPOBaHHYIO
cuctemy DDOS 3allinThl, M ceidac Mbl PAaCCMOTPUM acnekThl BHEAPEHUA U KOHMUIYpaLU 3TOFo PeLleHns.
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Figure 2: DDoS detection and mitigation

MepeueHb ycTpoicTB

F5 BIG-IP AFM (appliance unu VE)

Flowmon 6bin npotectupoBaH ¢ BIG-IP v13.1 (13.1.0.1 1 13.1.0.2)
Flowmon Collector (appliance unu VE)

Flowmon DDoS Defender mogynb

MuHumanbHble Tpe6oBaHuaA: Flowmon v8 u DDoS Defender v3.01.00

*Flowmon v9.x 6bIN NOMHOCTEIO UHTerpupoBaH B BIG-IP AFM nHtepdelic. MNpu yctaHoBke Flowmon v.9.x ¢
DDoS Defender v4 X HeKOTOPbIE LWIArn HacTPOMKN MOTYT ObITe MPONYLLEHEI.

KoHdurypauus

MNnatdopma BIG-IP gomkHa 6bITe AMLEH3NPOBaHa U HacTpoeHa ¢ cooTreTcTBYOWMMN VLAN, TpaHkaMu U
Self-IP.  TloapoOHy  uWHMOpMauuo MNo  MNepBoHadansHoOW  HacTpolike  4yuTalTe Mo CCbhlKe
https://support.f5.com/kb/en-us/products/big-ip_Itm/manuals/product/bigip-system-initial-configuration-12-
0-0.html

HacTpoinku npunoxeHuid, Takue Kak Virtual Server, DDoS npogpuib HacTpanBaloTca aBToMaTUYeck — ¢
nomoLlkbto Flowmon vepes iControl REST. [letann 3Tol UHTerpauum oyayT paccMoTpeHsl B HacTn Il

Yctpoucetey Flowmon (annapaTHoe WAWM BUPTYaslbHOE) HeOOXOAUM WCTOUHUK OaHHBbIX, 1 OHO MOXeT
ncnonezoBatb NetFlow/sFlow/IPFIX nan Flowmon Probes (wiretaps) ansa c6opa, aHanusa u XpaHeHUs
OaHHBIX O ceTeBOM Tpaguke. BcrpoeHHaa L4 DDoS-zaWinta HyXAaeTcd B OAHOM W3 3TUX TUMOB
NCTOYHUKOB, NOACOeANHEHHbIX K Flowmon.

Flowmon DDoS Defender nomkeH ObITe HAacTpoeH and o6HapyxXeHud DDoS aTaku U COOTBETCTBYIOLLEN

peakuun Ha Hee. B o6beanHEHHOM pelueHnn F5/Flowmon 370 o3HadvaeT nepeHanpasneHne Tpaguka Ha
F5 AFM, KOTOpLIA HACTPOEH Ha 3(hMEKTUBHYIO OUUCTKY TpatuKa:

- F5 Client gna Flowmon DDoS Defender gonxeH 6bITb ycTaHOBNeH. [1nAa 3arpyskm
M UHCTPYKLUMA MO yCTaHOBKe nepenguTte no ccekifike Flowmon Support Portal

*3Tan ¢ yctaHoBkol FS Client gomkeH ObITe NPONYLLEH B cNydae, ec/n ycTaHaBNMBaeTCs
Flowmon v9.x ¢ DDoS Defender v4.x

- Co3paiite HoBLIN Scrubbig Center, Boi6paB F5 BIG-IP/VIPRION B kavdectee OSCl u
3apnaB IP-agpec v gaHHble anga Bxoaa B uHTepdeiic F5 iControlREST


https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-system-initial-configuration-12-0-0.html
https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-system-initial-configuration-12-0-0.html
https://support.flowmon.com/
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- F5 Client gna Flowmon DDoS Defender gonxeH 6bITb ycTaHOBNeH. [Anga 3arpyskm
M MHCTPYKLUMIA MO yCcTaHOBKe nepenguTte no cceifike Flowmon Support Portal

*3Tan ¢ yctaHoBkol FS Client gomkeH ObITe NPONYLLEH B cNydae, ec/n ycTaHaBNMBaeTCs
Flowmon v9.x ¢ DDoS Defender v4.x

- Co3paiite HoBLIN Scrubbig Center, Boi6paB F5 BIG-IP/VIPRION B kavdectee OSCl u
3apnaB IP-agpec v gaHHble anga Bxoaa B uHTepdeiic F5 iControlREST

| Create Scrubbing Center. Yo
Scrubbing center name
0sC1 + APSolute Vision 3,00 &y
APSolute Vision 3.30/3.60/390
IP address
Login ]
Password

Do not delete template file @

KapTtnHka 3: cozgaHue Scrubbing Center

" Create router o
Router name IP router
BGP neighbor IPva
BGP neighbor IPv6 )
Method | BGP ¢
BGP Injector [ DDoS Defender £)
BGP mode [veecp [
Network Interface it 2)
Flowspec Enable BGP Flowspec @
Community 10
Router AS ] ]
DDoS Defender AS

KapTtnHka 4. Hactporika poyTtepa

Create alert ol

Alert name F5 mitigation
Send syslog
Send SNMP trap
Send email
Resclve domaln name in PDF reports
18 Run script
Upload script: Choose Fie [ fmitigation sh
Script parameters:
Run when attack i detected
[ Run when attack s detected and attack characteristics are collected
Run when attack s ended
Tesk event: detected 4| | Swveandtestscript |

ETH (cancel |

KapTuHka 5: 3agaHre onoBelleHns
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Create rule =
Rule name | DD0S mitigation actien
& Minimal traffic
Minimal bps 10 M :ibps
Minimal pps z k tipps
Trigger evaluation of methods below @ Trigger attack

DY sk

Common Settings

1
Baseline leaming period
= (days 2] ©

Minimal length of anomaly to trigger attack (mis) | 100 ¢ (0]
Enable detection for zero baseline

Manual threshold
Threshold % (0]
Adaptive threshold
 Configure

B (i)

KaptnHka 6. Co3gaHne npasuna

Segment name my byt
Parent profie | rousers ¥
Parent chaneels @A Oniy Selected

oy Bebrathers
Subnets
Mitigate DSubnets  Preferred whnets  Autodetected subnets
Rule Detast re :
L) B Send Alert Temtgaton 1
18 Change route my_router (18GP)
 Mdvanced BGP settings
15 Cnable mitigation A [
Sunpect Marual D Atomatic
Attack Marual @ Automatic
Delay of fow data
Beyond the Scrubbing (=]
Center

Maximal ._

o < 1 besor @ astomatic
Termination

o minutes or  infinity

| e RGN

KaptnHka 7. Onpefenenne 3aliuiiaeMbliX OOBEKTOB.
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UYto ganbwe?

Bo BTOpol vactu Part Il aTol cepun ctatelt Mbl YBUAMM, Kak Flowmon MHUUUMKPpYeT nepeHanpaBneHne
Tpadurka U Kak HY>XXHO HacTpouTe BIG-IP AFM anga ouncTku Tpaduka npu DDoS aTake

Cepusa ctaten:
BIG-IP AFM 1 Flowmon DDoS 3auinta YacTtb | — HacTpoiika (3T7a cTaths)

OXxupganrte NpoaoNKEHUE:
BIG-IP AFM 1 Flowmon DDoS 3awmnTa Hacts Il - YcTpaHeHue aTak
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