
Розширте свої знання та отримайте практичний 
досвід у розгортанні, налаштуванні та управлінні 
рішеннями.
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F5 BIG-IP ASM, AFM, APM: 
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Riverbed: From the first steps 
to the department of monitoring
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F5 BIG-IP Local Traffic Manager (LTM) 
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ПРОГРАМА
F5 BIG-IP Administration 
Training

F5 BIG-IP Local Traffic Manager 
(LTM) Configuration Training

F5 BIG-IP Troubleshooting 
Training

F5 BIG-IP ASM, AFM, APM: 
Deployment, management 
and setting security products

Riverbed: From the first 
steps to the department 
of monitoring Cloudflare Training

• Setting Up the BIG-IP System
• General Administration of the BIG-IP System
• Traffic Processing Algorithms
• Network Configuration
• Configuring and Managing a High Availability 

Deployment
• Using NATs and SNATs
• Configuring Multi-Tenancy
• Using Rolled Based Access Control
• Monitoring Application Health

• Troubleshooting Methodology
• Troubleshooting – Bottom to Top
• Troubleshooting Tools
• Using System Logs
• Troubleshooting Lab Projects
• Working with F5 Support

• Building a complex monitoring system. Based on 
technologies: Portal, NetProfiler, FlowGateway, 
AppResponse11, NetIM, AppInternals, Aternity.

• The first step in monitoring. Basics of 
infrastructure monitoring: NetIM, Portal.

• Basics of Traffic Monitoring (NPM). Based on 
technologies: Portal, NetProfiler, FlowGateway, 
AppResponse11.

• Reviewing BIG- IP System Configuration
• Load Balancing Principles with LTM
• LTM Configuration Objects
• Processing Traffic with Virtual Servers
• Monitoring Server and Application Health
• Load Balancing Methods
• Modifying Traffic Behavior with Persistence
• Processing Traffic with SNATs
• Modifying Traffic Behavior with Profiles
• Customizing Application Delivery with Local 

Traffic Policies
• Customizing Application Delivery with iRules
• Securing Application Delivery with LTM

Configuration of BIG-IP Advanced Firewall Manager
• Installation and configuration of the BIG-IP AFM 

module
• Principles of AFM operation
• Operating modes of the firewall
• Screening rules, policies, address/port lists, rule 

and schedule lists
• Basic DoS protection
• IP reputation database, dynamic blocklists      

and allowlists, shun lists
• Reporting and Notifications

Configuration of BIG-IP Application Security Manager
• Basics and vulnerabilities of web applications
• Implementation of security policies
• Attack signatures
• Setting up a positive security policy
• Cookies and HTTP headers
• Templates for applications
• Vulnerability scanners
• User administration and roles, user session 

tracking
• Detection of anomalies
• Support for XML, AJAX, JSON and web services

Configuration of BIG-IP Access Policy Manager
• Traffic handling scripts and configuration 

dialogue boxes
• Access policies, access profiles, visual editor      

of access policies
• Organization of access to web services
• Single Sign-On mechanisms
• Organization of network access
• Layer 4 and Layer 7 ACLs
• Organization of access to programs
• Organization of access to remote desktop 

services
• Authentication and authorization of users
• Checking end devices
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