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SECURITY

The trend for DDoS attacks is not favorable for Enterprises. Volumetric attacks are growing. 

services tightly integrated with NETSCOUT Omnis™ AED for on-premise DDoS mitigation. This 
multi-layered approach to DDoS protection is an Enterprise best practice for mitigating today’s 
dynamic multi-vector DDoS attacks.

Layered Protection Against Modern-Day DDoS Attacks
As part of a layered approach to DDoS protection, Arbor Cloud provides in-cloud protection 
from advanced and high-volume DDoS attacks without interrupting access to your applications 

mitigated on-premise.

NETSCOUT’s on-premise component NETSCOUT Omnis AED, provides always-on, in-line, stateless, 
packet-based DDoS attack detection and mitigation. Omnis AED can detect and stop all types of 
DDoS attacks. However, in the event of a large volumetric DDoS attack that will overwhelm internet-
facing circuits and local protection, Omnis AED using a powerful feature called Cloud Signaling™ can 

the attack is mitigated. The combination of Omnis AED on-premise, Cloud Signaling and Arbor 

NETSCOUT Arbor Cloud DDoS 

 
from DDoS Attacks

KEY FEATURES & BENEFITS

Global DDoS Protection

global DDoS protection, backed by world-
class security intelligence and industry-
leading DDoS protection products.

Worldwide scrubbing centers with over 

comprehensive protection from the largest 
DDoS attacks.

Cloud Only and/or Hybrid Protection
The Arbor Cloud® solution can be deployed 

combination of in-cloud and on-premise 
DDoS protection- providing you the 

Powered by Global Threat 
Intelligence
Arbor Cloud DDoS protection solutions are 
continuously armed with the latest global 
threat intelligence from NETSCOUT® Arbor’s 
ATLAS® and ATLAS Security Engineering & 
Response Team (ASERT).

Automated DDoS Attack Detection 
and Mitigation
Using stateless packet-processing technology 

attacks can be automatically detected and 
routed to Arbor Cloud global scrubbing 
centers for mitigation.

Managed Services

your on-premise DDoS protection. layer attacks; 2) Cloud Signaling to intelligently reroute large attack to Arbor Cloud; 3) Cloud-

Cloud global scrubbing; 5) All continuously armed with the global threat intelligence of ATLAS/
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Cloud Signaling also works with Arbor Sightline and Threat Mitigation System (TMS) deployments; typically deployed in service provider or larger 

DDoS attack protection.

• Security Operations Center: North America (Sterling, VA).
• Scrubbing Centers: 15 located in US (New York, Ashburn, San Jose, Los Angeles, Dallas), Europe (Amsterdam, Frankfurt, Marseille, London, Stockholm) 

Asia (Sydney, Tokyo & Singapore), Latin America (Sao Paulo) and Middle East (Dubai).
• 

• 

• Arbor Cloud Connect: 

hostnames, SSL certs and Flow Monitoring and Detection service sold separately.
• Arbor Cloud Essentials+:

and SSL certs and Flow Monitoring and Detection service sold separately.
• Arbor Cloud Always-On:

• Flow Monitoring and Detection:

• Equinix Cloud Exchange (ECX) Integration:
be part of the ECX fabric and is responsible for providing connectivity into and over ECX.

• Arbor Cloud Direct Connect:

• Arbor Sightline to Arbor Cloud Signaling

NETSCOUT Omnis AED
• 
• 
• 
• 
• Supported Hypervisors: VMware, KVM; Supported VNF.
• 
Arbor Sightline and Threat Mitigation System (TMS)
• 
• 

• 
• 
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BAKOTECH is an international group of companies, a flagship in focused Value 
Added IT Distribution that represents solutions of leading IT vendors. Positioning 
itself as a True Value Added IT distributor BAKOTECH provides professional 
pre-sales, post-sales, marketing and technical support for partners and 
end-customers. BAKOTECH is the official distributor of Netscout in Ukraine, 
Georgia & CIS, Central Asia countries.

netscout@bakotech.com 

+380 44 273 3333 
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