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SECURITY

KEY FEATURES AND BENEFITS

First Line of Defense

Deployed at the network perimeter, using 
stateless technology and armed with millions of 
reputation-based IoCs, AED detects and blocks 
inbound cyber threats at internet scale, thus 

Next Gen Firewalls.

Last Line of Defense

Enhancing the existing security stack, AED can 
detect and block outbound communication to 
hacker command and control (C2), domains 
and URLs; thus helping stop the further 
proliferation of malware with an organization 

Best of Breed DDoS Protection

AED can automatically detect and stop 
inbound application layer, TCP-state 
exhaustion and DDoS attacks as large as 

attacks, Cloud Signaling automatically 

cloud-based mitigation center.

Integration with Security Stack

Extended Format (LEEF) and STIX/TAXII 
enables AED to integrate with existing security 
technologies and processes.

® AED will play 
a critical role.

First Line of Defense

®.

End Point

Sandbox, Etc. …

NGFW

IPS Reputational Blocking

NETSCOUT AED

DDoS Reputational Blocking
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NETSCOUT AED

First and Last Line of Smart, Automated Perimeter Defense
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NETSCOUT AED

SECURITY

AED delivers best of breed and adaptive DDoS attack protection.

attack protection solution consisting of both cloud-based and on premises-based mitigation. 
Deployed on-premises, AED can:

1. 

2. 

3. 

4. 

5. 

INTERNAL NETWORK / DATA CENTER

INTERNET

Inbound Threats Outbound 
Threat

CommunicationNETSCOUT AED
+ ATLAS

INTERNET IN CLOUD ON PREMISE

Cloud Signal
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Volumetric Attack

Application Attack / Malware

BOTNET
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CLOUD-BASED
MITIGATION 2

ATLAS / ASERT

NETSCOUT AED
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NETSCOUT AED

AED Blocks Inbound Threat Connection Attempts Using Stateless Technology: 
Inspecting each packet to make a go/no-go decision while being continuously armed with 

NGFW, which was designed for session-oriented monitoring and security analysis to work 

Last Line of Defense
In a world where security stacks are still missing Indicators of Compromise (IoCs), AED can 
act as the last line of defense. Armed with highly curated Indicators of Compromise (IoCs) 

can act as an outbound network enforcement point by detecting and automatically blocking 
outbound communication to known attacker C2 infrastructures (i.e. IP addresses, domains, 

detect and stop both inbound threats (e.g. DDoS attacks and other threats in bulk) and 

.

Inbound Threats

NETSCOUT AED
(Stateless)

NGFW
(Stateful)

Rest of
Security StackThreat Actor

NETSCOUT AED NGFW Rest of
Security StackThreat Actor

LEARN MORE

www.netscout.com/product/netscout-aed
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BAKOTECH is an international group of companies, a flagship in focused Value 
Added IT Distribution that represents solutions of leading IT vendors. Positioning 
itself as a True Value Added IT distributor BAKOTECH provides professional 
pre-sales, post-sales, marketing and technical support for partners and 
end-customers. BAKOTECH is the official distributor of Netscout in Ukraine, 
Georgia & CIS, Central Asia countries.

netscout@bakotech.com 
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